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ABSTRACT

Proper cybersecurity requires timely information to defend the
IT infrastructure. In a dynamic field like cybersecurity, gathering
up-to-date information is usually a manual, time-consuming, and
exhaustive task. Automatic and usable approaches are supposed to
be a solution to this problem, but for this, they require a notion of
information relevance to distinguish relevant from irrelevant infor-
mation. First, on the basis of a literature review, this paper proposes
a novel cybersecurity tool categorization based on corresponding
tool types with their respective definitions and core features. Sec-
ond, it elaborates information used in each category and deduces
notions of relevance. Third, it outlines how these findings informed
the design of a security dashboard to guide computer emergency
response team staff in identifying current threats in open source
intelligence sources while mitigating information overload.
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1 INTRODUCTION

Staying up-to-date with cybersecurity (CySec) information is cru-
cial to secure one’s system. It is one of the tasks security operations
centers (SOCs) and computer emergency response teams (CERTs)
are doing on a daily basis. Newly found vulnerabilities, which
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remain undetected in one’s IT infrastructure, can be the source
for tremendous damage [48]. While traditional security checks
like penetration testing and system hardening are good invest-
ments to identify known vulnerabilities, approaches like cyber
threat intelligence (CTI) are necessary complements for a proper
cyber defense [42]. CTI facilitates information sharing on incom-
ing threats in partner organizations and automates the processes
of information gathering and correlation from open source intel-
ligence (OSINT) sources. This requires reliable sources of infor-
mation on cyber threats, which, however, are usually identified
manually [24].

Automated tools for gathering CTI have already been developed,
but they either use information sources known beforehand (e.g.,
security advisories or blogs) [42] or are limited to Twitter [62]. Al-
though these sources might be relevant for the specific use-cases,
other scenarios in cybersecurity (CySec) require different sources.
A systematic identification of relevant information, in known and
unknown sources, is not possible, because, to the best of our knowl-
edge, there is currently no systematically identified notion of rel-
evance. This leaves the domain of CTI, with a focus on OSINT
sources, to experts who either use known information sources or
have sufficient experience in the field to quantify the relevance of
sources themselves.

Furthermore, in order to achieve usability and the successful
adoption of tools, they often must be tailorable according to the
individual or organizational needs, preferences, or definitions of
actionable or relevant information [57, 58, 68, 76]. This paper aims
to close these gaps by (i) providing an overview of different CySec
categories and corresponding types of tools, (ii) deducing relevance
notions for each tool category, and subsequently (iii) presenting
their application for an automated and usable CySec dashboard.

Thus, we seek to answer (i) what different categories of CySec
tools are used in research and practice (RQ1) and (ii) which security
related relevance notions are found in these categories (RQ2).
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2 RELATED WORK

2.1 Relevant Information for Cyber Situational
Awareness

In order to prevent and respond to attacks effectively, CySec staff
needs to establish situational awareness and undertake informed
decisions [61]. Endsley [16] coined a distinction of three phases to
attain situational awareness: the perception of the elements, the
comprehension of their meaning, and the projection of their status.
Cyber Situational Awareness (CSA) refers to a state of knowledge
of actors that enables them to perceive the relevant elements in
the cyber environment within a certain volume of time and space,
to comprehend their meaning, and project their status in the near
future [25]. Although it was established as a subset of situational
awareness, it cannot be considered in isolation because events in cy-
berspace usually impact the physical world, e.g., financially, socially,
or politically. Its growing importance within public administration
has been reflected in numerous national CySec strategies [18]. Es-
pecially professionals in formalized security organizations such as
CERTSs, whose work is particularly challenging due to the necessity
of coordination and information exchange within and beyond the
team, benefit from a continuous improvement of their situational
awareness [20].

The term CSA is often related to knowledge about occurrences
in one’s own network, but CySec staff have to look way further [61].
This includes information about current threats events, new vulner-
abilities, possible mitigations, and new technologies. However, due
to the steadily increasing number of attacks and security breaches,
the volume and variety of potentially relevant data and data sources
is steadily increasing. Thus, obtaining and ensuring adequate CSA
is increasingly dependent on the properties and capacities of the
tools in use [15]. Husak et al. [25] identify both the joint aggrega-
tion, analysis, and visualization of data from as diverse sources as
possible in real-time, as well as the support of operators in assessing
the veracity and credibility of the provided information as novel
challenges that have so far been addressed only very fragmentary
in technology development. Even recently developed dashboards
to support CSA focus on data from within the organization, such
internal network security data and vulnerability management [45],
while external data sources are rarely included and credibility as-
sessment of social media data is not supported [5].

Though several notions of relevant information for CTI are dis-
cussed in literature [13, 42], there is a lack of a systematic inves-
tigation of these notions based on a comprehensive overview of
tools in the field of CySec rather than on insights into individual
aspects.

2.2 Data Sources & Tools for Cyber Threat
Intelligence

At present, several data sources are available to obtain relevant
information and enhance CSA. Skopik et al. [67] identified vulner-
ability databases, specialized search engines, and alerting systems
as key data sources for cyber incident response. One of the most
well-known vulnerability databases is the National Vulnerability
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Database (NVD) [6], but other well-known alternatives are the com-
mercial tool Vulners' or the open-source database Open CTE. In
these databases, the Common Vulnerabilities and Exposures (CVE)
have become established as the standard. All publicly disclosed
security vulnerabilities in software or hardware components are
cataloged there, supplemented by an assessment of their criticality
in the form of the Common Vulnerability Scoring System (CVSS)
score. This score takes into account various factors, e.g., the com-
plexity for the attacker to exploit the vulnerability. However, vulner-
ability databases should not be used as the only source for attaining
CSA, since they contain only publicly disclosed vulnerabilities [62],
entries may be inconsistent [36], and vulnerabilities are not the
only threats [42]. Furthermore, many manufacturers publish in-
formation about vulnerabilities and fixes on their own channels
first [40] by means of security advisories.

Besides vulnerability databases and security advisories, CTI plat-
forms have been established to allow both the collection and analy-
sis of cyber threat data [46]. To support this task, several tools, like
the Malpedia database [55], exist. indicators of compromise (IoCs)
are also often used to improve attack prevention, and tools such
as MISP [73], ThreatFox [1], and Pulsedive [56] were designed to
allow the collection and processing of IoCs. In recent years, social
media has become another important data source for CTIL. CySec
experts can exchange threat information more quickly on those
platforms than by using more formal channels [49]. A lot of social
media intelligence (SOCMINT) tools have been developed to facili-
tate the collection and analysis of data from social media, also in
other domains [29]. Regarding cyber incident response, Mittal et al.
[49] created a Twitter-based warning framework for CySec inci-
dents, and Rodriguez and Okamura [59] developed a CSA system
aimed at retrieving and classifying security relevant information
from the same platform. Still, the available tools are not designed
to support CySec staff through the whole process of multi-platform
data acquisition, data analysis, and cyber threat communication [5].

Although we identified several data sources and tools for gath-
ering CTI, we were unable to find a comprehensive categorization
of CySec tools, which will be subject of the next section before a
deduction of relevance notions follows.

3 CATEGORIZATION OF CYBERSECURITY
TOOLS

In this section, we aim to give an overview over the different CySec
tools used in research and practice, their respective use-cases, and
their superordinate categories.

3.1 Method

First, in order to design a categorization of CySec tools for pro-
fessionals, web searches were performed to get an overview of
available categories, tools, and already conducted tool comparisons.
A particular emphasis, in addition to established taxonomies, was
put on systematic surveys and market studies of tools of one type
in scientific publications, on websites for CySec practitioners, and
on websites of CySec software vendors. Based on this, a list of
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relevant tool types and exemplary systems was derived and dis-
cussed among the authors. Our team of authors consisted of two
researchers in human-computer interaction and CySec, respectively,
one researcher and graduate student in CySec, and one graduate
student in political science, all of whom were involved in the in-
terdisciplinary research project CYWARN [32]. We excluded tools
for non-professional end-users (e.g., internet security suites) and
grouped tools with very similar purposes under a uniform des-
ignation. It should be emphasized that the delineated tool types
represent ideal types.

Second, after mutual agreement on the scope of considered tools,
another search was conducted. Google Scholar was used to col-
lect scientific literature on the characteristics, core features, and
definitions of the previously identified tools, resulting in 16 rele-
vant references for analysis. We selected Google Scholar as search
engine, since it indexes publications from numerous computer sci-
ence relevant databases, e.g., IEEE-Xplore, ACM Digital Library,
and USENIX. While no systematic literature review was conducted,
the premise of the search and selection was to identify scientific
and, if possible, peer-reviewed fundamental literature on tool types,
which contains a concise tool definition. If multiple publications for
one tool type were found, it was checked whether the definitions
referred to different core features, and if this is not the case, the
most cited publication was selected. The main rationale driving
our high-level categorization was to assign various tool types to
one of six key operational scenarios in CySec practice. Tool types
that could not be appropriately allocated to one of the six thematic
categories were grouped into the seventh category, others. Besides
the descriptive (cf. §3.2) and visual presentation (cf. Fig. 1) of our
categorization, we provide an overview of the tool definitions and
core features found in scientific literature.

3.2 Cybersecurity Tool Hierarchy

Our categorization of CySec tools comprises the seven categories of
(a) management, (b) vulnerability, (c) incident, (d) treatment, (e) in-
telligence, (f) risk, and (g) others.

The category of management comprises tools for security event
management and security information management, which are
often combined as security information and event management.
A security event management tool is used for monitoring, pro-
cessing, and correlation of log and event data to enable incident
response [51]. Thus, it primarily assists analysts during the de-
tection and real-time analysis of security-relevant information. A
security information management tool, on the other hand, uses
log data from local systems and applications to primarily support
compliance reporting, internal threat management, and monitor-
ing [51]. Often it allows for automatic reconciliation of log data
with pre-set organizational standards.

The second category of tools is centered around hardware and
software vulnerabilities, including vulnerability databases, vulnera-
bility management tools, and vulnerability scanners. Vulnerability
databases are platforms for the collection, dissemination, and main-
tenance of information about known security weaknesses in both
computer system hardware and software [52]. Besides the vulner-
abilities themselves, assessments of their severity and in-depth
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Figure 1: Categorization of cybersecurity tools. The category
others, and respective tools, is omitted (Source: own research).

background information are often provided. Vulnerability man-
agement tools identify, assess, and fix vulnerabilities to minimize
risks [53]. They typically incorporate the functionality to categorize,
prioritize, and analyze vulnerabilities, are inter-operable with vul-
nerability scanners, and support during patch management. Finally,
vulnerability scanners scan for security vulnerabilities in networks
or host systems [7].

Another category of tools is designed around CySec incidents,
including intrusion detection systems, intrusion prevention sys-
tems, as well as incident management software. intrusion detection
systemss are designed to support the detection and isolation of
intrusions in computer systems [64]. intrusion prevention systemss
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feature an extended range of functions as they, i.e., in addition to
the features of an intrusion detection systems have capabilities to
prevent intrusions [63]. Incident management tools, in contrast,
primarily support the structuring and planning of workflows after
the detection of security incidents, e.g., through the collection of
incident data and communication within the organization [34].

The fourth category is related to the treatment of cyber attacks,
which comprises tools of endpoint (security) management, end-
point detection and response, as well as data loss/leakage preven-
tion systems. Central endpoint (security) management tools enable
inventory management, network access, and asset control of com-
puter equipment of an organization as well as the monitoring and
patching of installed software on endpoints, thus facilitating com-
pliance with software license agreements, regulatory standards,
and internal policies [74]. In contrast, endpoint detection and re-
sponse systems monitor endpoints for suspicious behavior [23].
Beyond monitoring security-related activities, the tools also pro-
vide guidance for the reaction to and removal of cyber threats on
endpoints [23]. Data loss/leakage prevention systems tools aim to
detect and prevent potential data breaches in a timely manner by
monitoring data while in use on endpoints, in motion as part of
network traffic, or during storage [70].

The following category includes intelligence tools which are dif-
ferentiated either as CTIL, OSINT, or SOCMINT tools. CTI tools and
providers provide low level IoCs or high level threat actor behavior
information from different sources [37, 41]. One common feature
is the extraction of IoCs from various data sources. In the context
of CySec, the use of OSINT involves monitoring openly accessible
websites, forums, and marketplaces in clear- and darkweb to collect
CTI [71]. While OSINT can be extracted from a wide variety of
different sources, SOCMINT tools use social media [22, p. 205] for
the acquisition of CTI. Both, advanced OSINT and SOCMINT tools,
may include information prioritization and credibility assessment
functionalities.

Another category is related to the assessment of CySec risks,
including cyber risk assessment and configuration management
tools. Cyber risk assessment tools execute risk-assessment frame-
works, provide automated solutions for infrastructure operators to
determine the present state of their CySec efforts and, if required,
identify specific areas for improvement [43]. A different type of
tool with relevance for risk assessment has emerged to support
configuration management [12]. These tools inform operators of
misconfigured systems according to specific guidelines.

Finally, the category others comprises CySec tools, e.g., packet
sniffers, sandboxes, firewalls, deception tools, or penetration testing
tools, which fit in none of these categories. While these tool types
serve important functions within CySec operations, they are not
described in detail in this section. Thus, they have also been omitted
in Fig. 1.

3.3 Implications for Notions of Relevance

To answer RQ1, we searched for existing CySec tools and tool tax-
onomies, analyzed 16 academic publications to identify definitions
and core functionalities of the tools, and finally derived a novel
high-level categorization on this basis (cf. §3.2).
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Since this is an ideal-typical categorization and the actual range
of features of tools available on the market varies greatly, some
tools can be clearly assigned to one tool type and category, e.g.,
cyber risk assessment and data loss/leakage prevention systems,
while others combine different functionalities and can thus be as-
signed to several tool types and categories at once. For instance,
security information and event management (SIEM) tools that com-
bine the features of security information management (SIM) and
security event management (SEM) are now predominant [19], and
some CTI systems provide OSINT and SOCMINT in addition to
intelligence from commercial or closed sources. Likewise, some
tools offer interfaces for integrating data from other tool types;
e.g., vulnerability management tools partly feature interoperability
with vulnerability scanners as well as CTI platforms [17], and some
SIEM systems also provide CTI [10]. Furthermore, the tool types
may contribute to the different aspects of CSA; network, threat, and
mission awareness [11]. While SIM, configuration management,
endpoint (security) management, and vulnerability management
tools, as well as vulnerability scanners, may primarily contribute to
network awareness, tools of the intelligence and incident categories
as well as SEM, data loss/leakage prevention systems, and endpoint
detection and response tools along with vulnerability databases
may particularly improve threat awareness. By contrast, cyber risk
assessment tools may support the establishment of mission aware-
ness.

The diverse operational scenarios of the tools within CySec, the
broad spectrum of information types processed and generated, and
the contribution of the tools to different aspects of CSA complicate
the derivation of a comprehensive notion of relevance for CySec
as a whole. Such an universally applicable notion would remain
at a very abstract level and would be of limited use in identifying
relevant sources and information for specific operational scenarios
and tools. Instead, it seems reasonable to derive separate notions of
security relevant information for each of the categories identified

in this chapter (cf. §4).

4 DEDUCTION OF RELEVANCE NOTIONS

Relevance is a subjective information criteria, but necessary to
mitigate or even prevent information overload. While information
might be relevant for one user, it might be irrelevant for another [31,
60, 66]. Hence, different notions of relevance for the CySec domain
based on the identified tool categories are necessary (cf.§3). Those
categories focus varying information types and notions of relevant
information.

To gain an overview over the information used in these cate-
gories, we analyze related work that propose methods for (auto-
matic) analysis of information in the corresponding operational
scenario. These results can be leveraged in subsequent research to
guide automatic analysis methods to improve one’s CySec. Hereby,
we split the relevance notion into context and precise notions. An
context relevance notion indicates the scope of information (e.g.,
infrastructure), while precise relevance notions refer to information
of a specific type (e.g., blog posts or source code).

The management category, comprised of security event manage-
ment-, security information management-, and security information
and event management-tools, focuses on the local infrastructure. All
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Table 1: Summary of context and precise information in each category. Italic information relate to other categories.

Category Context

Management Infrastructure
Vulnerability =~ System weakness

Incident Infrastructure, network, metadata
Treatment Attacker behavior, metadata
Intelligence

Risk Mangement, vulnerability, intelligence

Precise

Log files, used hard- and software-information (CPE)

Vulnerability databases, source code, CVSS, CPE, CWE, CAPEC, OVAL
Log files, network traffic, payloads, SNORT, YARA

Log files, network traffic, IoCs

Blogs, threat information, vulnerabilities IoCs, CVSS, CWE, CVE, attacker behavior

CPE, CVE, CVSS

information surrounding the infrastructure in scope is relevant, e.g.,
log files, traffic information, and infrastructure information (soft-,
hardware). Accordingly, Debnath et al. [13] propose a tool for anom-
aly detection in IT infrastructures, using unsupervised learning to
detect patterns in application log files. Another system, proposed
by Moh et al. [50], detects web attacks by applying a multi-stage
log file analysis based on combination of pattern matching and
supervised machine learning techniques.

The vulnerability category leverages different weakness infor-
mation sources. First, information in vulnerability databases is
primarily used [4, 14, 36]. Precise information that is used are Com-
mon Platform Enumeration (CPE), Common Weakness Enumer-
ation (CWE), CVSS, Common Attack Pattern Enumerations and
Classifications (CAPEC), and Open Vulnerability and Assessment
Language (OVAL) [35]. Second, source code is another primary in-
formation source. You et al. [75] leverage source code, vulnerability
descriptions, and issue descriptions to nail down vulnerabilities for
automatic exploit creation.

The incident category uses network-based information. Jyothsna
et al. [27] summarize recent studies in the field of anomaly based
intrusion detection and explain why signature based anomaly detec-
tion is preferred for mainstream implementations. Signature based
detection systems use either context information, i.e., metadata re-
trieved during attacks, or content information, i.e., payloads, to filter
malicious content. Common standards combine these information,
e.g., SNORT or YARA. Ou et al. [54] implement a host-based intru-
sion detection systems that combines log file analysis technology
with back-propagation techniques of neural networks to improve
the efficiency and accuracy of intrusion detection systemss. Kumar
and Sangwan [38] introduce a signature based intrusion detection
systems based on SNORT.

The treatment of threats use data at rest (inactive data), data
in motion (any network data), or data in use (e.g., RAM or cache
data) [33]. One use case is the identification of the attack vector.
These systems leverage information which are similar to that pre-
sented in the incident category, e.g., network traffic, log files, or
file hashes, domain names, and byte sequences (known as IoCs).
A discussion of various possible attack scenarios shows that most
state-of-the-art endpoint detection and response systems, which
analyze system logs, fail to prevent the bulk of the attacks [28].
Alneyadi et al. [3] provide a survey on data loss/leakage prevention
systems showing that such systems are based on firewalls, intrusion
detection systemss, and virtual private networks.

Intelligence tools use different sources containing varying types
of information from the OSINT domain. Some systems [26, 42, 77]

crawl grey literature like websites, blogs, or social media to identify
current threat information. They focus on IoCs and CVE informa-
tion. Others use solely social media to identify intelligence informa-
tion in order to obtain an overview of currently used vulnerabilities,
e.g., CVE, CWE, CPE information, and Tactics, Techniques, and Pro-
cedures (TTPs) [8, 9, 62]. There are different standards to publish
IoCs, namely the STIX-, OpenlOC-, and MISP-standard [26, 42].

Risk assessment in CySec rests upon internal and external in-
formation. Lyu et al. [44] assess safety and security risks of cyber-
physical systems. The assessment considers asset values, poten-
tial threats, and vulnerabilities. It is based on sector-precise stan-
dards [65, 72], the used infrastructure, and uses related management-
, vulnerability-, and intelligence-information (cf. the previous para-
graphs). Aksu et al. [2] introduce a CySec risk assessment method-
ology that is asset- as well as vulnerability-centric. Kure et al. [39]
introduce a CySec risk assessment methodology that considers risk
from a holistic stakeholder model perspective and integrates the
cascading effects from interdependent cyber-physical system com-
ponents. The information used for this approach are information
about vulnerabilities, threats, and risks to an asset.

Tools unlisted in other categories have cyber threats (cf. vulner-
ability and intelligence) as a common baseline. All of them need
information about vulnerabilities and threats (e.g., CVSS-scores, sig-
natures, and exploits) as well as information about the systems they
protect (e.g., system logs, operating system, and network ports).

Building on the categorization and findings of §3, we examined
related work on automatic information analysis methods across dif-
ferent operational scenarios of CySec. Based on this, we elaborated
context and precise notions of relevant information (cf- Tab. 1) as
well as key information standards in the different CySec categories,
thus answering RQ2. There are a few base categories, e.g., man-
agement or vulnerability, whose information are used in others,
e.g., risk. In their current form, these notions remain vague due to
the numerous categories in CySec, with the most precise informa-
tion being the named standards. The information used in CySec
is basically every stream of information in or connected to ones
infrastructure (e.g., system-, application-, and network-log files) as
well as related external information and standards listed in Tab. 1.

5 TOWARDS AN AUTOMATED AND USABLE
CYBERSECURITY DASHBOARD
In order to capture relevant information for CySec intelligence

and vulnerability management in an mostly automatic and usable
manner, we employ a human-centered process to iteratively design
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Table 2: Overview of the derived user requirements.

H*

User Requirements

O 00 N N U R WD =

=
(=)

Manual efforts of data collection should be replaced by (semi-)automation.

Enable modularity to add new data sources and features in the later course of development.
Allow gathering of data from different sources and unify collected data for interoperability.
Offer ways to support data protection (e.g., anonymization and data sparsity).

Automatically detect and filter out redundant information across different sources.

Allow the visualization of important data to get an overview and accelerate decision making.
Facilitate information management for different users or organizational roles.

Allow customization of data sources, filters, features, and settings to fit individual needs.
Display only priority (relevant) information to prevent the overload of human capacities.
Evaluate information based on trustworthiness and provide data to the user for verification.

and refine the Open Data Observatory, a CySec dashboard to vi-
sualize relevant CySec information across multiple channels. We
shortly introduce the methodology of user evaluation, followed by
the presentation of the dashboard.

5.1 Method

The requirements for our first iteration of design were identified
through interviews with people working at or with CERTs in two
rounds in 2019 and 2021. To acquire the necessary data, requests
for semi-structured expert interviews were sent out in two rounds.
After receiving the participants’ acceptance and informed consent,
each interview session lasted around 50 minutes using a web con-
ferencing tool. In the first round of interviews (n=_8), a stronger
emphasis was put on organizational factors and collaborative prac-
tices. The interview guideline comprised nine open-ended ques-
tions organized in three parts: (i) an introduction of the interviewee
and his/her organizational role, (ii) the deployment, organization,
and work processes of the CERT, and (iii) the communication and
cooperation between CERTs.

To get further insights into technology use by CERTSs, we con-
ducted a second round of interviews (n=7). In the second round,
the perspective of some non-CERT organizations that share infor-
mation with CERTs has also been included. The second interview
guideline comprised technology-focused questions on the (i) inter-
viewees’ role and organization, (ii) reporting of cyber incidents,
(iif) monitoring of cyber incident data (e.g., IoCs), (iv) analysis,
prioritization, and verification of gathered evidence, as well as (v)
communication of recommendations and warnings. We interviewed
seven cyber incident managers, five team leaders, two information
security officers, and one public safety answering point for CySec
issues.

With the consent of the participants, all interview sessions were
recorded and later transcribed. In order to account for the rich,
qualitative interview data, we decided to conduct an inductive qual-
itative content analysis where categories emerge from the data
analyzed [47]. Thus, the first and second authors independently
employed open coding [69] to gather data into approximate cate-
gories reflecting the issues raised by respondents based on repeated
readings of the data and its organization into similar statements.
The authors then compared their categories and compiled a list of
the most important user requirements identified during the coding

process. Based on this, all authors participated in a workshop to
identify the requirements guiding the implementation of the Open
Data Observatory.

The identified user requirements that serve as the foundation of
our design and development process are displayed in Tab. 2. While
the next subsection will briefly present details on the design of the
CySec dashboard, a first evaluation of the CySec dashboard using
scenario-based walkthroughs and corresponding design implica-
tions can be found in a different study [30].

5.2 Cybersecurity Dashboard

From an architectural point of view, the Open Data Observatory is a
web application based on Vue.js as the overall framework, Bootstrap
for responsive design, and Chart.js for data visualization. Besides
some local filtering options, all other actions of the Open Data Ob-
servatory, such as searching for posts in open and social media or
managing users, are forwarded to a backend called Open Data API.
This API is implemented following the paradigm of a web-based
and service-oriented architecture (SOA). It is a Java Tomcat appli-
cation using the Jersey Framework for RESTful web services and
the MongoDB database for document-oriented data management.
Several libraries facilitate the automated and continuous real-time
collection of data from open sources, such as NVD vulnerabilities,
IoCs, and RSS feeds, or social media source APIs for Flickr, Reddit,
Tumblr, Twitter, and YouTube.

The interface (cf. Fig. 2) comprises up to four feeds with security
advisories, CVEs, IoCs, and social media data to fully cover the in-
telligence and vulnerability parts of our idenfied CySec category (cf.
§3). The security advisories are embedded via RSS feeds provided by
software and hardware vendors, and the API of the NVD database
is used to populate the CVE feed with documented vulnerabilities.
Furthermore, we decided to use the ThreatFox platform to obtain
IoCs, and individual platform APIs to gather information from so-
cial media (e.g., Reddit or Twitter). For each feed, specific charts and
a different set of available and characteristic information per entry
is displayed (e.g., a textual description and the CVSS score for CVEs).
The displayed data set can be selected in the upper left corner and
is based on predefined individual parameter settings that are used
to query the various sources. On demand, users can display or hide
individual or all feed entries and pin important entries that are then
highlighted and displayed in the black bottom pin menu for quick
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Figure 2: Interface of the Open Data Observatory, a cross-platform cybersecurity dashboard featuring security advisories,
Common Vulnerabilities and Exposuress, indicators of compromise, and social media feeds.

access. In order to filter the displayed information, users can either
click on the interactive charts (e.g., on the critical bar to show only
critical vulnerabilities within the CVE feed) or open an advanced
filtering menu with additional options (e.g., also filtering by the
CVE ID or the affected product of a vulnerability). In the top-right
corner, a full-text search field allows searching for keywords across
the different feeds simultaneously. To render the collection and
processing of data in the application transparent, each displayed
information contains a link to the external source (e.g., the NVD
for the vulnerabilities).

6 CONCLUSION

CySec is one major cornerstone to secure organizations and cor-
porations, especially due to the increasing digitization. However,
proper CySec has many different facets, depending on the specific
operational scenarios and the applied tools, and requires to be up-
to-date with information of relevance, e.g., on vulnerabilities and
attack campaigns. This information is usually gathered from the
web or domain specific sources and assists security experts in their
task. Yet, there exists no study on what types of information is
relevant for different tool categories in the field of CySec.

This paper answers which categories of CySec tools are used
in research and practice (RQ1), by presenting six categories and
their features in detail (cf §3), and which security related relevance
notions are found in these categories (RQ2), outlining information

contexts and specific information types (cf. §4). These results then
inform the implementation of a security dashboard to guide CERT
staff in their task of identifying current CySec information in OSINT
sources, which mitigates the problem of information overload. We
already conducted a first evaluation of the presented tool [30] and
its findings will be used to refine the interface for a better (e.g., by the
inclusion of machine learning classifiers for relevancy assessment
[21]) and more usable detection of relevant CySec information.
Our results present a solid baseline to identify new information of
relevance, but should be further enhanced as part of a thorough
study into each tool category.
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